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Introduction

Elections are the groundwork of stable governmental systems, and imperative to ensuring
that people’s voices are heard and changes are made. Article 21 of the Universal Declaration of
Human Rights has three main components, the third of which states, “The will of the people shall be
the basis of the authority of government; this will shall be expressed in periodic and genuine
elections which shall be by universal and equal suffrage and shall be held by secret vote or by
equivalent free voting procedures.” In essence, it calls for authenticity in voting and making sure the
leaders elected are what the true majority wants. However, with the introduction of technology and
the ever-changing political landscape of our current world, the issue of election legitimacy comes

into question.

According to the United Nations Office on Drugs and Crime (UNODC), the definition of
cybercrime can be broadly described as “having cyber-dependant and cyber-related offenses”, and in
relation to elections this can range from the spreading of false information and propaganda to
directly affecting election results. This not only goes directly against Article 21, but also allows
outside influence on elections and harm to a nation’s citizens. As such, it is important to discuss and
find effective solutions to this issue at hand, as well as those that can handle cybercrime within

elections.

Definition of Key Terms

Cybercrime

This refers to any criminal activity that is done using a computer (or any other electronic

device) to illegally access, transmit, or manipulate data. An example of this can be identity theft or
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phishing, the act of using fake emails to get personal information from others (“Definition of

CYBERCRIME.”).

Cybersecurity

Security measures taken to prevent unwanted access to or attacks on a computer or
computer system (“Definition of CYBERSECURITY.”). Examples of such measures include Virtual

Private Networks (VPNs), antivirus and antispyware programmes, and firewalls.

Democratic election

The process in which citizens vote to select a person or group into an official position, with
the person or group with the majority of votes winning. For it to be fair, these votes must represent
the ideals of the people voting, and should not be influenced by external sources (“Democratic

Election Definition and Meaning | Collins English Dictionary.” ).

Electoral fraud

A purposeful action which is done to sabotage or tamper with anything election-related to
affect the votes and results—as well as interfere with the will of the voters. This could include actions

such as voter impersonation, ballot stuffing, tampering of electronic voting machines, and more

(UNODC).

Disinformation

Deliberate spreading of false information. An example of disinformation can be fake news

websites presenting made-up or incorrect information (UNODC).

General Overview

Elections, as well as many other core components of modern democracy, have existed for
millennia, dating back to prehistoric times when humans lived in tribes. Evidence and studies of
present-day nonliterate tribes have proven that these practices have existed for thousands of years,
with ancient forms of current systems put in place long before the philosophers of ancient Greece.

However, the introduction of cybercrime to tamper with this practice is a new concept, due to the
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recent introduction of the Internet—but it has proven to have extremely harmful ramifications, ones

that should be dealt with properly.
Technology and elections

Before electronic voting options became widely available, votes were typically counted on
paper ballots or audio votes. However, with the current use of modern technology, many online
databases and electronic voting machines can keep a track of these votes much more accurately and
swiftly. This has become extremely useful as there has been significant reductions in human errors
within votes. Not only has the introduction of electronic voting expedited the voting process, it also
makes it that much easier to handle. Additionally, biometric technology can assist in ensuring
multiple voting do not occur and the voter’s identity has been verified—especially when there is a
lack of reliable documentation, for example in less developed countries where this is often the case.
On the flip side, this facilitation comes with its disadvantages. Since these are still a fairly new
concept, with the first implementation in the United States of America, electronic voting is still highly
susceptible to hackers and more sophisticated forms of government-backed cyber attacks.
Moreover, electronic voting machines are also susceptible to viewing votes as invalid if votes cannot

be read by the apparatus.
Election fraud and cybercrime

Cybercrime in elections can result in drastic changes in votes. For example, a candidate with
a minority vote can be elected due to hacks in systems. In democracies, this may undermine citizen

trust in elections as the entire basis of democracy has seemed to be violated.

One of the most commonly referred to examples of election fraud are the Russian elections.
In late September of 2021, the United Russia party won again with nearly 50% of votes, as reported
by the Central Election Commission. Two days after the election concluded, Sergei Shpilkin, a Russian
mathematician and physicist, published his own analysis. He stated that without the vote
manipulation, United Russia would have likely received 31-33% of the ballots. Many note that the
results were altered due to instances of ballot stuffing (wherein more ballots are cast than there are
legitimate votes), as well as tampering with vote monitors. These, amongst other methods, were
brought to light due to videos spread throughout the internet. The Communist party leader, Gennady
Zyuganov, himself rejected the election results and called for an investigation into them. The

European Union, United Kingdom, and United States of America have all condemned the vote.
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In the 2016 American presidential election, it was revealed that Russia had a major part to
play in the proceedings. This included hacking, accessing voter’s personal data, the spread of
propaganda over social media and more. Additionally, in the following presidential election (2020),
many people believed in President Trump’s claims that there had been instances of voting machine
manipulation and that millions of fraudulent ballots had been cast, and many demanded for

recounts. However, these claims were proven to be false.

A more recent example is the May 2022 elections in the Philippines. A recent assessment
conducted by the International Coalition for Human Rights in the Philippines (ICHRP) released its
findings on the 28th of June, claiming that the election was “not free, honest, or fair by international
standards”. This is due to the huge voter suppression, electronic voting system failures, vote-buying,
red-tagging of candidates and parties, as well as multiple instances of deadly violence. Additionally,
many voters did not have access to reliable information, and multiple human rights violations were

conducted. As such, the results led to the son of the former dictator winning the election.

These major instances of cybercrime have not only harmed the legitimacy and validity of an
election, but further prove that solutions to the issue are required to assist nations in holding fair
elections. Furthermore, this is not just an issue pertaining to less economically developed countries,

but rather, a global issue that must be duly addressed and properly dealt with.

Major Parties Involved

United States

As the world has become more digital, the United States has been a victim to multiple
attempts of election interference. The United States is a powerful country and many countries, such
as Russia, China and Iran have used tools such as social media campaigns and hacking to affect
elections. This has led to personal data to be breached in certain states. In response, the United
States has attempted to increase security of infrastructures to protect the data of its citizens,
through increasing funds towards election security. However, some states have refused to update
their election systems, further risking thousands of people’s personal data. In the 2016 election, the
United States experienced cybercrime attacks, especially from Russia. The Democratic National

Committee (DNC) was hacked, and over 20,000 emails were published online, as well as personal

Research Report | Page 5 of 13 {



Model United Nations International School of The Hague 2022 | XXXII Annual Session

information of members of the Democratic Congressional Campaign Committee, with the goal of

undermining the election, specifically the Clinton campaign.
Russia

Russia has faced lots of criticism over the years regarding elections. Claims state that
elections have been fraudulent and rigged to keep President Putin in office. Individuals being forced
by employers or others to vote for the United Russia party or for Putin, ballot stuffing and critics of
Putin being banned from voting Putin in polls have been reported. Additionally, Russia has also
played a role in using online means to interfere with other Nations’ elections. In the 2016 and 2020
US election, Russia has used modes such as bots to spread false information about the Democratic
party and its candidates to undermine the election. In 2016, the interference from Russia was aimed
to boost Donald Trump’s candidacy whilst damaging Hillary Clinton’s reputation. Election
infrastructure was also hacked by Russian companies, where thousands of personal data was stolen.
After Biden won in the 2020 US election, Russian bots were promoting narratives which questioned
the results to further discredit Biden. Russia has used means to support Trump and political

campaign as there is alignment in their policies and to improve relations between the countries.
Philippines

The Philippines has faced extreme backlash over the 2022 election, where the Marcos family
has returned to power. Ferdinand Marcos Senior was Philippines’ President from 1965 to 1986. He is
known for being a brutal dictator and kleptocrat, stealing around $10 billion dollars. During his
regime, over 30,000 people were tortured and the media and press was highly controlled. This rule
ended with the Marcos family fleeing to Hawaii, USA, in 1986, to the uprising in the Philippines.
However, 36 years later, Ferdinand Marcos Junior has now returned to power. Through a massive
and successful social media campaign, the Marcos family’s rule has been rebranded as the golden
age of Philippine politics. Disinformation spread on numerous social media platforms to reach
specifically people who were not alive during the Marcos regime. Additionally, there have been
reports expressing the presence of vote-buying, high levels of red-tagging and failure of the

electronic voting system.

Timeline of Key Events
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Date
November 23" 2001
December 27, 2007

May 14™, 2008

2011

2012

2016

2017

March, 2019

2019

2020

March, 2021

May, 2022
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Description of event

The European Convention of Cybercrime is signed.

General elections held in Kenya. Many claim the election was “flawed”.

NATO Cooperative Cyber Defense Center of Excellence (NATO CCD COE) is established
partially due to cyberattacks on Estonia from Russia in 2007.

Federal elections in Canada had many instances of voter suppression and electoral
fraud.

Mexican general elections had reports detailing the vote-buying and electoral fraud the
winning candidate had participated in.

Leading to the US presidential election, there are multiple attacks on election
infrastructure and personal data of voters is stolen.

The Netherlands switches from electronic to paper ballots amid fear of cyber
interference following the US elections.

The Muller report is published, confirming the interference of Russia in the 2016 US
election.

United Russia party wins with reports of fraudulent activity regarding the party.
During the US presidential elections, President Trump stated that the mail-in ballots
(due to the pandemic) would lead to electoral fraud, however these claims were
debunked. However, this led to the storming of the U.S. Capitol in early 2021.

Foreign Threats to the 2020 US Federal Elections by the National Intelligence Council is
published, with findings of the interference of other Nations on the election.
Ferdinand Marcos Jr. is elected in an ‘unfair’ election. There are reports of election

fraud.

UN Involvement, Relevant Resolutions, Treaties, and Events

e Countering the use of information and communications technologies for criminal purposes,

27 December 2019, (A/RES/74/247)

e Countering the use of information and communications technologies for criminal purposes,

26 May 2021, (A/RES/75/282)
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The resolution, adopted by the United Nations General Assembly in December 2019, aimed
to combat cybercrime through establishing an open-ended ad hoc intergovernmental committee of
experts from all regions. This was followed by the 2021 resolution, whereby it was determined that

the ad hoc committee would meet at least six times, concluding its work by September 2023.

Previous Attempts to Solve the Issue

Following the 2016 USA elections—where multiple reports revealed the hacking, the spread
of propaganda, and other forms of cyber interference by the Russian government that had occurred
during the election period—the Netherlands decided to switch to paper ballots, an older form of
voting. This was to completely get rid of the chance of cyber attacks, as everything is written and
done by hand. However, this new system is not without its drawbacks. The use of so much paper
cannot be deemed as eco-friendly, and for citizens living abroad wishing to partake in the election, it
is an extremely inefficient method of voting. Yet it is still an extremely viable method of preventing

these cyber attacks, especially by other nations, from occurring.

Possible Solutions

In order to address the cybercrime to protect election legitimacy, stronger electronic voting
systems should be put in place. Countries should aim to allocate funding towards election and cyber
safety. This can include hiring ethical hackers, who can use their knowledge of the internet and
hacking to secure and improve the technology of election infrastructure. Ethical hackers provide a
crucial role for protecting electronic election systems through searching for entry points which could
lead to a security breach. The use of ethical hackers can help strengthen election systems and reduce

election fraud, as there are continuous efforts to search and fix any cybersecurity threats.

Education of cybercrime could also be implemented by countries. This can include how to
detect risks of cybercrime and how to best avoid viruses. Through this education, less people will

become susceptible to attacks, including those working with the election infrastructure.

Additionally, guaranteeing all cybercrime is documented and researched into can ensure that

justice is served. Through finding the culprits of cybercrime and imprisoning them, other hackers may

i\,
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be deterred due to the fear of being caught. This will also reduce what the perpetrator can do with
stolen data as they no longer will have access to their computers when being imprisoned. Systems
could be put in place for reporting of the crime and dedicated task forces could be implemented to

deal with cybercrime issues.
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